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SpamGuru Overview

� Enterprise-class anti-spam filter. 

� Spam definition provided by individual users.

� Multiple classification technologies.

� Highly customizable by administrators and users.

� Centralized filter with personalized performance.
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DNS and Domain Analysis

� Checking for open relays.

� Checking reverse DNS lookups and IP tables.

� Checking for mail originating from dynamic-IP addresses.

� Checking recency of domain registration.

� Probabilistic analysis of received-path for sending domain.
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Personal and Global Whitelists and Blacklists

� Personalized whitelists and blacklists
– Senders of messages a user votes as spam are blacklisted.

– Senders of messages a user votes as good are whitelisted.

� Global whitelists and blacklists
– Senders consistently voted as spam are blacklisted for everybody.

– Senders consistently voted as good are whitelisted for everybody.

� Not absolute, used as a strong indicator.

� List size minimized by ageing.

� Achieves personalized performance with global bayes ian filter!
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Plagiarism Detection

� Fuzzy similarity metric to detect message variants.

� Fast analysis of common k-grams.

� A variant of a known spam message is also spam.

� Extremely low false positive rates.

� Only requires a corpus of known spam.
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Text Classifiers

� JClassifier
– Naïve-bayes filter loosely based on Paul Graham’s classifier.

– Subset of features used for classification.

� SwiftFile
– Traditional naïve-bayes classifier.

– All features used for classification.

� Linear Discriminant
– Regularized linear classifier.

– Approximates SVM
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Chung-Kwei

� IBM is the leader in DNA search algorithms for 
discovering common sequences in chromosome data 
that represent genes.

� ChungKwei is an extension of IBM’s DNA search 
technology to discover frequent character sequences in 
email and to use those patterns to detect spam.

� Easily handles sparse and variable-size patterns.

� Very impressive results!
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Experimental Setup

� Corpus
– All mail received by 100 users over six months.
– 173,025 messages, 130,412 spam, 42,613 good mail

� Definition of Spam
– Unsolicited commercial e-mail.  
– Unwanted mail “requested” by user labeled as non-spam.
– Many objectionable items are in fact solicited.

� Assigning Labels
– Voted messages initially labeled using vote.
– Non-voted messages initially labeled by JClassifier.
– Clusters inconsistently labeled checked by humans.

*** User voting data contains many inconsistencies and errors ***
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SpamGuru Effectiveness

• Compares anti-spam filters 
without header information.

• Strict definition of spam as 
unsolicited e-mail.  

• False positive rate much lower 
on business e-mail.
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Classifier Aggregation

� Combine scores of individual classifiers.
– Each algorithm has its own strengths and weaknesses.

– Combination can amplify strengths and mitigate weaknesses.

– Combination more resilient to attack by spammers.

� Exploring several aggregation algorithms.

� Linear Combination

Score(All) = w1*Score(Classifier1) + w2*Score(Classifier2) + …
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Plagiarism v. JClassifier Scatter
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Aggregator Effectiveness
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� Centralized filter with personalized performance.

� Multiple text classifiers, each with their own strengths.

� Classification pipeline, classifiers used as needed.

� Combination more effective than any single technology.

� More information

Summary

http://www.research.ibm.com/spam


