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ABSTRCT

We conducted an empirical study of the clusteriagavior of
spammers and explored the group-based anti-spategits.
We propose to block spammers as groups insteackalind
with each spam individually. We empirically obserthat,
with a certain grouping criteria such as having $hene URL
in the spam mail, the relationship among the spamrhas
demonstrated highly clustering structures. By drarg the
spam mails gathered in a seven-day period, we foleatdif a
spammer is associated with multiple groups, it Aasigher
probability of sending more spam mails in the fature. We
also observed that the spam mails from the samepgod
spammers often arrive in burst and a very smattifsa of the
active spammers actually accounted for a largeigpodf the
total spam mails.

Based on our findings, we proposed a group-basgid a
spam framework. The preliminary results show tbat
approach can be used as a complementary tool fstirex
anti-spam systems to more efficiently block orgediz
spammers.

1. INTRODUCTION

With the popularity of the Internet, Email has beeo an
indispensable part of people’s daily life. Accoglito IDC (a
leading market intelligence firm), the glotdily email traffic
will reach 35 billion in 2005, up from 9.7 billicim 2000 [7].
However, the increase in the worldwide use of eroaihes
with an overwhelming increase in spam mails. h&d to
give a precise definition on what is a spam mailshort, a
spam mail is amnsolicited unwanted bulk/commercial email
that endangers the very existence of the emailesystith
massive and uncontrollable amounts of messages [10]

Different studies have shown that spam mails adcdon
more than 50% of all Internet emails. The costpEs mails
consists of several components: the loss of prodtyct(as
people have to spend time on spam), the cost aidth
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wasted by spam, the cost of storage and network
infrastructures, etc. It is no surprise that thepjguted
worldwide spam cost will reach almost 200 billios dollars

in 2007 with roughly 50 billion daily spams accaglito
Radicati Group (a leading market research firm).

To find better anti-spam strategies, we have totebet
understand the motives of the spammers. Most spakasthe
form of advertising or promotional materials, amongich
roughly half of all spam mails are related to mgndgbt
reduction plans, getting-rich-quick schemes, gangpli
opportunities, one third of spam mails are porrebdad 0% of
spam mails are health-related, and the rest of tbewer a
variety of topics [7,10].

With the staggering amounts of daily spams, it &dhto
imagine that those spammers aciedividually. In fact, it is
widely believed that most of the spam mails directly sent
from a collection of compromised machines contollay
some spammers (the spammers may purchase theaighe
compromised machines from worm writers/attackers)].[
Due to the widespread of computer worms (e.g. Tirbjarses
etc.), a worm writer/attacker can crack a largdectibn of
computers. The compromised computers are ofteaccalibts.
The worm writer/attacker can sell those bots to eom
spammers for financial benefits. Some bots offee th
possibility to open a SOCKS proxy on a compromised
machine, which can then be used for spamming. Wethelp

of thousands of bots, spammers can send massiuengobf
spams within a short period of time [3,4,5].

The motivation of this work is to understand andlgre the
community behavior of spammers through a largeectthn

of spam mails. The findings in this study may higlgay the
foundation for group-based anti-spam strategiethénsense
that if we can find some common behavior pattemms &
group of bots, e.g., a botnet, we may be able tectfely

block those spammers as groups instead of blockiegn

individually. To the best of our knowledge, thssthe first
time that spammers have been classified and cétegor



by their communities and it is the first time tlymbup-based
anti-spam strategies have been explored.

The rest of the paper is organized as follows: vgeuds the
related work on spam traffic analysis and anti-sarategies
in Section 2; we give a comprehensive analysis loa t
community behavior of spammers through a largeectithn
of spam mails in Section 3; the group-based araivsp
strategies are presented in Section 4; we discasse s
challenges and open problems for anti-spam techsign
Section 5; the conclusions and future directiores @esented
in Section 6.

2. THE RELATED WORK

In this section, we give a brief overview of théated work on
spam traffic analysis and the state-of-the-arthef anti-spam
approaches.

In [2], Gomes and Cazita gave a comprehensive sbadthe
characterization of spam traffic in terms of woddiovariation,
density, inter-arrival time distribution, email sizlistribution,
temporal locality, etc., compared with non-spam issnar heir
characterization reveals significant differencethimspam and
non-spam traffic patterns. The interesting obséwmais that
non-spam email transmissions are typically driveitateral
social relationship while spam transmissions argallyg a
unilateral action, solely based on the spammerlstaireach
as many recipients as possible.

In [1], Jung and Sit examines the use of DNS bli&tk for

address-based filtering of spams. The basic iddhatsonce
the IP address of a host engaged in spam deligadentified,

it will be registered in a centrally maintained atzdse. The
database is made available via the Internet DN Stlaeadnail

recipients can query this database using standii®l IDokup

and refuse to accept mail from hosts that aredisiehe DNS
black list database. Their studies found that ado80% of
spam sources that they identified are listed ines@NS black
list and some DNS black lists appear to be weltelated
with others.

In general, the anti-spam strategies can be dlegsiito four
major categories [6]: mail server blacklists, fite-based
approaches, networking-based schemes, and congputati
based methods.

In mail server blacklists, a database of the IR-eskes of mail
servers used by spammers is maintained to bloak spails.
In filtering-based approaches, filers are instabedording to
a set of policies/rules/patterns to block spam sndihe major

difference between mail server blacklists ancefittg-based
approaches is that the operation unit for mail eeblacklists
is the IP address of the mail server while the afp@n unit for
the filtering-based approach is the spam mail.

There are several variants of filtering-based apgines such
as signature-based filtering, Bayesian filteringle+based

filtering, challenge-response filtering, etc. Wéereinterested

readers to [6] for details of each of the filteribgsed

techniques. The well-known anti-spam tool SpamAsisas
uses sophisticated rule-based filters to mark dodkbspam

mails.

In networking-based anti-spam schemes, the basig isl to
slow down the spam sender once it is identifiedaaspam
source. In one networking-based approach, the spamte is
slowed down by modified TCP protocol to intentidpal
reduce its transmission window size, e.g., thertepte used
in anti-spam tools by Turntide Inc., which was mte
acquired by Symantec Inc.

As the name suggests, the computation-based mesheal
force the spam sender to perform time-consuming
computationsbefore the receiver would accept it, such as the
technique used by Hashcash Inttg://www.hashcash.oyg
Hashcash technique is supported in SpamAssasihvassion
2.70.

According to [3,5], about 30,000 new machines are
compromiseddaily, and become bots. One of the most
common usages of botnets is to launch massive spaines
recent study in [11] suggests that spammers ailievieel to
use compromised machines, e.g., bots, dicectly send
massive spam mails. The work in this study is tdeustand
and identify the community structure of those spamrsrand
explore group-based anti-spam strategies to effagtiblock
organized spammers.

3. COMMUNITY BEHAVIOR ANALYSIS

In this section we analyze the community behavidr o
spammers though a large collection of spam madsti@ 3.1
describes the spam source data. An overview ofsfianm
traffic is presented in Section 3.2. Section 3.3vgh the
clustering structures of the spammer communitiesethaon
different grouping criteria.

3.1 Spam Data Source

We obtained spam data from Jaeyeon Jung at CSAIL. Ml
The spam mails are collected over almost one yeaog at a
domain mail server (due to privacy concern we areable to
disclose the real domain name) in such a way tedft



addressesof the spam sources are recorded when thehere has been no widespread virus to affect Masint

spammer tries to establish the TCP connection wlith
domain mail server to transmit the spam mail. Thaddress
of the spammer recorded during the 3-way handsbkh&eald
be the real IP address of the spamnmemost casesven
though there are rare scenarios in which the spancmad
still use spoofed IP address during the 3-way haakis e.g.,

machines.

Figure 1 shows the number of spam mails per hotlrdrone-
week time span. The x-axis is the time in hour Hrely-axis
is the number of spams. Roughly, the spam maiVarrate
ranges from O to 1300 spams per hour, with an geerate

using unusedIP addresses within the same LAN where theabout 520 spams per hour. An interesting obsenvas that

spammer is located or using BGP hijacking to prapagome

there is anidle period of roughly 20 hours without a single

fake route entries with sommusedP addresses to the nearby spam mail in the middle of the week. This may be tb the

ISPs [12].

As we discussed in Section 1 that spamming becanee

fact that the bots are rented by hour and the latamay
divert those bots to launch other attacks suchistsitiited
denial of service (DDoS) attack, etc. If each spammacts

and moredistributedand there i¢essspoofing of IP addresses individually, it is unlikely that all of the spammers stopped

due to the fact the attacker already uses severalld of

sending spam mails during the same period of rqugdl

indirection to hide his identity and controls thousands ofhours. Another possibility could be the domain mneastver
compromised machines, e.g., the botglitectly send massive was down for that 20-hour period.

spam mails. In the rest of the paper, we ignorgdhe cases in

which the IP addresses could still be spoofed duttie 3-way
handshake in that blocking potential spam mailsnftmused
IP addresses willevercause false alarms.

The spam mail data contains the full mail headfarmation
and the full mail contents including the attachmiiles. The
mail header information contains theal IP addressof the
spam source, the route information, the TCP SYNéfiprint,
which can be used to identify the OS informatiortref spam
source. In the following empirical study, we usee-aveek
spam data collected from Sept. 9, 2005 to Sept2065. We
will expand our study to use the one-year spamseaia the
next stage. There are totally 86819 spam mails 8erihe
given domain mail server during the one-week period

3.2 Overview of the Spam Traffic

Those 86819 spam mails collected from Sept. 9, 20(Eept.
16, 2005 are originated from 41874 distinct sparstd)ce.g.,
spammers (each spammer has a distinct IP address).

We use TCP SYN fingerprint information to identifye OS
information of the spam host machine. Among thaltspam
mails that we examined, 74% of them are sent fromddivs

machines, around 10% of the spams are from Linust,ho

about 5% of the spams are from BSD and Solaris mesh
and about 11% of the spams are not accounted fortalthe
lack of the OS information in the spam data. Weeobs that

Figure 2 illustrates the complementary cumulativeébpbility

(CCDF) of the number of appearances of any spesjiEm

source IP address. The x-axis is the number ofappees of
any specific spam source IP address and the ydaxistes the
CCDF. Both x-axis and y-axis are plotted in loglecé&s we

can see that the majority of the spam source IReadds
appeared once or twice. The number of spam mads dh
spammer sent during the given week ranges fromak tmany
as 446. More precisely, 68% of the spammers selyt ane

spam, 15% of them sent two spams, less than 2%eaf send
more than 10 spams for the given week. HoweveseHtess
than 2% of the spammers accounted for 20% of tta $pam
mails during this 7-day period.

We usetraceroute to find out that two of the most active
spammers, 65.54.195.210 and 65.54.195.215 are #diftro
group server. We also observe that
216.37.127.117, 216.127.157.97, 216.127.157.3passible

spoofed source IP addresses even though we usey 3-wa

handshake to record the source IP address. gkisd to the

fact that an attacker can useused IP addresses on the same

LAN to spoof its source IP address. We camiog any of the
four IP addresses on the same LAN.

According to [6], over 95% of spam mails have URW¢e
show the complementary cumulative probability (CQF
the number of appearances of the same URL in Figuiféhe
y-axis is the complementary cumulative probabiihd the x-

very few spams are from Macintosh machines (we onlyaxis is the number of appearances of the same BREhown

identified 5 spam mails from Mac machines) andrttagority
of spams are sent from Windows machines. This neague
to the fact that Windows machines are more vulrerab
virus attacks and they are more prone to be vicifnsorms,
e.g., the bots, which can be used by the spamrodiauhch
massive spam mails. To the best of our knowledij&oday

in Figure 3 that some URLs appeared only once, SoREs

appeared between 10 and 100 times, and very fewsURL

appeared close to 1000 times among all the spaifs.mai

216.37.127.157,
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Figure 1: The number of spam mails per hour in theone-
week time span.
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Figure 2: The CCDF of the number of appearances ahe
same IP address
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Figure 3: The CCDF of the number of appearances ahe
same URL

3.3 Clustering Structures

In this section, we group the spammers in termbefURLS,
money amount, which appear in most of the spamsmail

Figure 4 shows the clustering structures of thenspars
based on the URLs in the spam mails of Day 1. é¢f ghme
URL appears in the spam mails from both source d\samurce
B, then an edge is plotted to connect node A antd i) each
of which is identified with a unique IP addresse&ly, the
collected spammerdemonstrate highly clustering structures
based on the URL grouping. The number of membeesaah
cluster ranges from 1 to 716.

According to [3], a typical botnet consists of sevéhundred
compromised machines, which is in line with someastdr
sizes observed in Figure 4. The major component wit6
spammers is further illustrated in Figure 5. Anefasting
observation is that the spam mail from the spamatethe
pivoting (conjunction) point often comes earlieathspams
from the spammers at those homogenous points fustivay
from the center point in the cluster. Another kbgervation is
that the more groups a spammer’s IP address isiatsd
with (due to multiple distinct URLs appeared in gpam mail
from this spammer), the higher probability that en@pam
mails from this IP address will come in the neaufe. We
hypothesize that those spammers at the pivotingtpgilay a
more important role in the botnet.

Figure 5: The major component of the clustering stucture
in Figure 4.

We calculate the correlation co-efficiency of tmer-arrival
time of the spam mails from the spammers belonginthe
same cluster according to the following equation:
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where N is the number of spamg;is the lag index (the index

lag between two spam inter-arrivals, is thei®™ spam inter-

arrival time andx is the average spam inter-arrival timcéf,
is the variance of the spam inter-arrival time, is the
correlation co-efficiency of the spam inter-arrivahe with

lag index ofk . The intuition is to show that even some spam

arrivals within the same group of spammers arafart, e.g.,

thei™spam and thdi + k)" spam with a lag index of large

k, they may still be well correlated, meanitigg spams from
the same group of spammers often arrive in burst
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Figure 6: The correlation structure of the spam iner-
arrival time of the spams from the spammers belongig to
the largest cluster in Day 1.

Figure 6 shows the correlation structure of thenspater-

arrival time of the spam mails from the spammeisrzgng

to the largest cluster in Day 1 based on Eg. (he X-axis
denotes the lag index and the y-axis is the cdroelaco-

efficiency. As we can see that the spam arrivahiwitthe

same cluster of spammers demonstrates strong &orger
dependency as the lag index approaches 75, thelation co-
efficiency is still around 0.1. The curve is alditbit noisy but
the overall trend is clear. The correlation coedincy

oscillates along the “trend line” due to the graniy of the

timestamp in that at a given moment, e.g., a gisecond,
there are often multiple spam arrivals at the domaiail

server, where the spam mails are collected.

We observe similar clustering patterns from Day Day 7.
Figure 7 shows the clustering structures of themspars
based on the URLs in the spam mails of Day 6 agdrEi8
illustrates the correlation structure of the spamertarrival
time of the spam mails from the spammers belonginthe
largest cluster in Day 6 based on Eq. (1). As we sz that
even the lag index reaches 150, the correlatiogfitciency

is still around 0.1, which demonstrates strong ‘campe
dependency in the sense that spam mails from the shister
often arrive in bursts.

o -

Figure 7: The clustering structure of the spammerdased
on spam mails of Day 6.
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Figure 8: The correlation structure of the spam iner-
arrival time of the spams from the spammers belongig to
the largest cluster in Day 6.

Figure 9: The clustering structure of the spammerdased
on the money amounts in spams of Day 1.

Figure 9 shows the clustering structure of the spara based
on the money amounts in spam mails of Day 1. Asaprity
of the spam mails are related to money, the clungjestructure
in Fig. 9 seems pretty interesting. Normally, tlieraaterials
in the spam mail come with unit prices of the cordities or
stocks, so it is unlikely that the spammers countértionally
spoof a random money amount. Compared with FignddFag.



7, we observe that the cluster sizes are relgtisadall for
money-amount-based clustering structures, which nmybe
an effective one for group-based anti-spam strasegi
Nevertheless, the money-amount-based criteria coeldsed
as a complementary one together with URL-basedrait

4. GROUP-BASED ANTI-SPAM STRATEGIES

In this section we present group-based anti-spaategfies
based on our empirical study on the community bieiasf
spammers in Section 3. In the following discussiwg, only
consider the grouping structure of spammers basedRLs
in the spam mail. The scenarios based on otha@rierisuch as
email attachment, money amount or stock symbol kan
easily incorporated, following the same framework.

4.1 Design Objectives

In this section, we list several ideal propertiésio anti-spam
software system should possess. First, let us elefire
notations of false positive and false negative.dalit afalse

4.2 The Framework

The presented group-based anti-spam framework earséd
as acomplementarycomponent for other existing anti-spam
system, e.g., SpamAssasin, to efficiently blocknspdrom
organized spammers. The basic idea is that if weotserve
some group-based behavior/patterns of spam sefdesed
upon some common signatures from the email cortedtor
headers, e.g., URL or some other criteria, we saiga a high
spam score to the emails from this group. The mueebers
for the given spammer group, the higher spam sdorethe
emails from the given group of senders. The irdnitbehind
this is that it ishighly unlikelyfor a large group of legitimate
senders to send emails with exactly the same type o
signatures, e.g., the same URL. Notably, in thecsign
process of the URLs, we only extract those withmco
and/or .net domains, for example, it is unlikelgttepammers
send URLs with .edu domain as most of the URLsfare
advertisement/commercial purposes.

From our empirical studies in Section 3, we obséine¢ some

positive when a non-spam email is detected as spamSPammers are associated with multiple groups basedur

Accordingly, we call it afalse negativevhen a spam is not
detected with respect to its nature. We have tiewing
design objectives for the anti-spam software system

The minimization of both false positive and falseegative

the false positive and false negative ratios shanadkept as
low as possible, in particular for the false pesitias false
positive detections may lead to the deletion of angnt
legitimate emails.

Easy customization for individual users based oreithown

classification criteria, e.g., the URL in the emahd those
“cross-group” spammers typically send more spamghan
near future. It is critical to block those “highlgctive
spammers” as we observe that the top 2% active regam
accounted for near 20% of the total spams. Theh@dsa here
is to assign higher spam scores to those emailw filee
senders that associated multiple groups in ordeblbtzk
potential “highly active” spammers.

When an email comes, we first extract all the pidbn
advertisement/commercial URLs from the mail contdmén

filtering criteria; for example, some users may want to docalculate the hash value for each URL in the gieemail and

group-based anti-spam based on URL in the emaiiesgasers
may want to do group-based anti-spam based on otlteria
such as email attachment, money amount, stock dyweico

Adaptation to the email traffic dynamicsnamely, the anti-
spam software system should be able to adjust yhtem
parameters and states based on the dynamics oéntiad
traffic in order to be effective.

The minimization of mail server resourceshe related mail

server resources include CPU time, network bandyidt

computer storage, etc.

Recoverability for false positivein the sense that the anti-

spam system should provide a backup mechanisnmoisilge
false positives so that the user can recover digrieate email
later.

update the number of members counter based omatidi?
addresses for the corresponding associated grbinagly, we
update the number of associated groups counteghéogiven
IP address of the mail sender. We use a time glidimdow
exponentially weighted moving average to calculdbe
average number of members for a given group. Thaileeé
algorithm is described in Section 4.3. We say a gesup is
terminated if and only if the average number of bera for a

given group is below a given threshold, sﬁyxp. Once a

group is terminated, the original group has to tmmentled
and the original members of this group have to tedaeir
state accordingly. Based on the number of membieeach
group, we assign a spam score for the given ermithis
preliminary study, we assign a blocking probability the
given email based on the number of members in ghatp
and the number of associated groups for a givermsyea.

Till now, it is clear that we use the source IP radd as a
unique identifier of the email sender for groupdzhs



classification, based on which we assign a spamesop a
blocking probability for the given email. We do ndte the IP
address of the email sender for blacklist block®g, even for
rare cases of spoofed source IP address, it wilk Hitle

impact on the effectiveness of our group-based-spam
approach. As mentioned in Section 2, there i®litthance for
spoofed source IP address to be successful bechseay
handshake approach to record the IP address ol

sender. We discussed possible scenarios in whiet8twvay
handshake approach may not be able to detect sheotece
IP address in Section 2.

4.3 TSWLFEWMA Algorithm

We use a time sliding window exponentially weightedving
average (TSW-EWMA) algorithm [15] todynamically
calculate the state of each URL-based group aretrmdete if
an old group should be terminated based on the gpavals.

Let W be the window size in terms of some time unit, say
hours. Let gy pre @nd lygyi. g denote the number of

members, e.g., the number of distinct IP addressycated
with this URL-based group, in the previous time daw and

the current time window respectively. Litg, ; be the average

number of members for the given URL. We have

-,

luri =8 luru-pre ¥ @~ @)7 TURLi cur )
where @ is the weight, e.g., the filter constant. This tygpfe
moving average filter places more importance toamecent
email data by discounting older mail data in anaczgntial
manner. At the same time, the filter smoothes tesms
behavior of email traffic.

4.4 A Simple Hash Lookup

First, we convert the ASCII characters of a giveRLUinto

binary data format and let; denote the number represented

by the bits in the ™ character of the URL. Notably, each

ASCII character is represented with a distinct f/bnary data

13]. Let mbe a large number, sam; >277 L where
g m

max !

where nis the number of characters in the given URL. We
use chaining, e.g., a link bucket, for hash functtwllision
resolution.

Alternatively, we can use a SHA-1-based hash foncfi6],

which takes an arbitrary length of URL (less tH2 bits in
length) as input and produces a 160-bit number hes t
corresponding URL digest. The SHA-1-based hashtimmc
has the well-known property of collision resistancehe
drawback is that SHA-1-based hash function is more
computationallyexpensive than the one described in Eq. (3).

4.5 Preliminary Results
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Figure 10: The Spam Score Distribution Based on Gup-
Based Approach.

As shown in Fig. 10, the x-axis indicates the sgaores and
the y-axis denotes the CCDF (complementary cunwdati
probability) of the spam score. Clearly, our préfiary results
show that the group-based approach can block 7090% of
the spams, depending on the implementation parasnele
the best of our knowledge, it is the first timettgeoup-based
anti-spam method has been explored.

5. ISSUES AND OPEN CHALLENGES

There are several challenges for group-based patis
strategies based on URL-grouping. For example, hbst is

Loax iS the maximum length with respect to the number ofrunning DHCP, the host IP address could change &everal

characters for a given URL, say, 80. We definerpke hash
function as follows:

H(URL) = n X, modm, (3)

i=1

hours to several days. The change of the IP adsessuld
change the clustering structure of the spammers.

Another issue is that the spammers could use vatLT P
formats to intentionally hide the URL informatioror
example, the following links all indicate the sariek as
http://www.yahoo.com:_http://363105235a single decimal
number of the IP address), http://0xD86D7§d 3ingle
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