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ABSTRACT

We provide a model to study the effects of three methods of
fighting spam mail, namely (1) increasing the cost of mailing
messages, (2) filters, and (3) a do-not-spam registry, on the
number of spam messages that users receive, and on the
efficiency of the internet (measured by the total number of
spam messages spammers send).

1. INTRODUCTION

Bulk electronic mail, also known as spam mail, has be-
come a major danger to the efficiency of the internet. Pos-
tini, a provider of email security,’ reported in May 2006
that spam activity has increased over 65% since January,
2002, and that more than 80% of e-mail transportation is
spam. The report states that “this increase causes e-mail
systems to experience unexpected overload in bandwidth,
server storage capacity, and loss of end-user productivity.”

There are several approaches that have been discussed
in the literature to defend oneself from spam mail. The
most popular approach is to use a filter, which is supposed
to filter out spam messages. The filter does indeed reduce
the number of spam messages that the user receives, but it
does not entirely eliminate the problem. Moreover, filters
have inherent problems; for example, they are difficult to
maintain, senders of spam mail adapt to their strategies, and
they sometimes filter innocent mail. The effectiveness of this
method has been discussed in numerous articles, including,
e.g., (3], 4], [5], [8], [9], [13]-

Another approach is to increase the cost of mailing spam
messages. This goal can be achieved in various ways (see,
e.g., [8], [21]): authentication and reputation services, counter
attacks, channelling (e.g., [15], [12]), payments, either mon-
etary or in computational power (e.g. [1], [10], [17], [18],
[20], [23], [30]), digital signatures (e.g., [29]), and regulatory
actions (e.g., [16]).

A third approach is a do-not-spam registry (or any tech-

1See www.postini.com.
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nology that ensures its users do not receive spam messages).
In this solution, users who opt not to receive spam mail
join a do-not-spam registry, and spammers should not mail
those users any spam mail. The American Federal Trade
Commission has studied the feasibility of such a registry,
and concluded in June 2004 that “a National Do Not Email
Registry, without a system in place to authenticate the ori-
gin of email messages, would fail to reduce the burden of
spam and may even increase the amount of spam received by
consumers.” Nevertheless, attempts at launching a registry
have been made (e.g., the Michigan and Utah registry for
children in summer 2005). A commercial attempt by Blue
Security inc. to initiate a registry that involves sending an
opt-out if a spam mail is received was partially successful,
as 6 out of the top 10 spammers complied with the registry.
However, certain spammers viewed this solution as a strate-
gic threat to their spam business. Those spammers waged
a full scale cyber war on Blue Security and its users. Blue
Security was forced to cease its anti-spam operation in order
to prevent an escalation that would have brought down the
Internet.?

Current technology’s ability to support any of these meth-
ods is a crucial step towards successful implementation. How-
ever, another important question that hasn’t been asked is
what are the effects of each of the methods on spam trans-
portation. That is, suppose better filters are introduced.
How will that affect the number of spam messages spammers
send (affecting the efficiency of the internet)? Or, suppose
there is an effective do-not-spam registry, and suppose that
some portion of the population joins it. Will other users,
who do not join the registry, receive more or less spam mes-
sages?

In the present paper we present a game theoretic model
that enables us to study the effects of the three approaches
mentioned above on the amount of spam messages spammers
send, and on the amount of messages users receive.

The model involves users, spammers, and spam messages
that spammers send to users. We take the point of view of a
social planner, whose goal is to improve the efficiency of the
internet, or of the majority of the users, who wish to reduce
the amount of spam mail they receive. Therefore, the goal
is to reduce the number of spam messages that spammers
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We study in detail the optimization problem of the spam-
mers: what is the optimal number of messages the spam-
mers should send to the users. As there are many spam-

%see [28] for more information.



mers, the optimization problem is multi-dimensional, or a
game. Often in optimization problems, especially when sev-
eral decision makers are involved, there are several optimal
solutions, and therefore a question arises concerning which
solution will be chosen by society. We prove that in all opti-
mal solutions the total number of messages that are sent to
each user is the same, so that, from the point of view of the
users, or that of a social planner, it does not matter which
optimal solution is chosen by the spammers (Theorem 5).

We go on and study qualitative properties of the solution.
We show that increasing the cost of sending spam messages
has the unequivocal effect of reducing the total number of
spam messages sent by spammers, and therefore also the
amount of spam messages users receive (Theorem 6). This
result has been discussed in the literature (see, e.g., [18]),
but to the best of our knowledge, our model is the first in
which the result is formally proven. (See [30] for the opposite
conclusion when spammers have accurate information on the
users).

On the other hand, improving the quality of the filter has
an ambiguous effect: the number of messages received by
the user whose filter is improved indeed decreases (Theo-
rem 7), but the total number of messages sent by spammers
might increase (Theorem 8). This implies that (1) other
users, whose filters are not improved, might receive more
spam messages, and (2) the internet might become less effi-
cient. It turns out that this ambiguous effect happens when
the cost of sending spam messages is not too high. When
this cost happens to be high, the effect of improving filters is
unequivocally positive. We provide a simple condition that
indicates the minimal cost above which improving filters is
beneficial for the whole society. An interesting implication
of our results is that, as long as the cost of sending spam
is not high, social efficiency (measured by the total num-
ber of spam messages sent by spammers) requires inefficient
filters; once filters reach a certain quality, any additional
improvement makes the internet more crowded.

Regarding a registry, we show that when the high-quality
filters operate in the range in which its improvement is ineffi-
cient to society, the registry has the following effect: if users
of a low-quality filter join the registry, the total number of
spam messages sent by spammers increases, whereas if users
of a high-quality filter join the registry, the total number of
spam messages sent by spammers decreases (Theorem 11).
We go on to show that as more users of low-quality filters
join the registry, the total number of spam messages sent to
users decreases, so that having these users join the registry
improves the internet’s efficiency (Theorem 13).

The main conclusion learned from our results is that to
effectively fight spam messages the cost of sending spam
messages must increase. Without such a measure, the huge
investment in improving filters only causes flooding the in-
ternet with more spam messages, thereby reducing its effi-
ciency, and flooding users who do not have the state-of-the-
art filter with more and more spam messages.

Another conclusion concerns pricing the use of filters and
that of a registry. Since their use may increase the number
of spam messages spammers send, the users who are po-
tentially most harmed by these technologies are poor users,
who cannot afford employing these technologies. If high-
quality filters and/or registering is costly, poor users will
suffer from a technology that helps rich users. Therefore,
the socially responsible solution is to offer these technolo-

gies free of charge to poor users. Furthermore, the registry
serves as an improved substitute to users of high-quality fil-
ters: it completely defends its users from spam mail while
improving the internet’s efficiency.

A parallel to our model in consumer theory is a market
with several consumers and two goods (here the consumers
are the spammers, and the goods are the two populations
of users). Though some spammers target their messages
to a specific group of users, most spammers do not distin-
guish between different users. In the language of the model
from consumer theory, the goods are complementary, and
the consumer is restricted to consume the same amount of
each good. Unlike standard consumer theory, here prices
(quality of the filters) are exogenous and consumers react to
the average price.

The closest papers to ours are [3], [9], [16], and [30], which
provide game theoretic analysis of certain games between
spammers and users. [3] analyzes a game between a single
spammer and a single user, in which the spammer has to
decide how many spam messages to send, and the user can
tune his or her filter to filter out more or less messages (bad
and honest). They find the optimal level of filtering from the
users’ point of view. [30] studies the equilibrium in a game
played between senders and receivers, where senders can
target receivers, receivers are characterized by their type,
which indicates the messages that interest them, and they
are bounded by the number of messages they can process.
They show that if the cost of sending messages is sufficiently
low, senders sales are increasing in the cost, and, if senders
have enough information on receivers characteristics, then
senders profits are also increasing in the cost. [16] provides
an economic study of the spam problem with an emphasis on
the legal aspect. Our work can be viewed as an extension of
[16] with an emphasis on technological solutions. [9] studies
a classification problem as a game between a classifier and a
single adversary, in which each player adapts to the strategy
the other employs as the game continues.

Our model differs from these papers in several respects.
Whereas [3] takes the filtering technology as given, assumes
that all users have the same technology, and the decision
problem of users is how to tune their filter, we assume that
different users have different filters which may improve over
time, and we take the users as static: the decisions regard-
ing improving the filters are exogenous (they are taken by
the internet provider or by the developer of the filter). [30]
assumes that users do not read messages only because of ex-
ogenous constraints, and that senders have information on
the receivers and can send targeted messages. We, on the
other hand, assume that users are not interested in spam
messages at all, and that senders have no information on
the receivers. Finally, [16] does not study the effect of tech-
nological solutions, and studies the problem only from the
point of view of social efficiency.

The paper is organized as follows. The formal model is
presented in section 2. In section 3 we discuss the sta-
ble states that the market will reach, and in section 4 we
study in detail the effects of changing the environment on
the amount of spam messages that spammers send and users
receive. In section 5 we discuss which assumptions can be
weakened, and possible extensions of the model that are left
for future research.

2. THE MODEL



We now present the formal model that we study.

2.1 The population

There are M users, each of whom uses a filter to filter
out spam messages. The quality of a filter is measured by
the percentage of spam messages it lets through (the waste).
The users are divided into two sub-populations, according
to the quality of the filters they use.®> We denote by w; and
w2 the quality of the filters of the two sub-populations. The
case w2 = 1 is equivalent to having a group of users who
do not use any filter. We call users who use a filter with
quality w1 (resp. wa2) type-1 users (resp. type-2 users). We
denote by M; the number of type-1 users, and by Ma> the
number of type-2 users, so that M; + Mz = M. Our analysis
ignores the the percentage of false-positives — the percentage
of legitimate messages that are classified as spam. This is so
because we take the users as static — they can neither tune
their filters nor switch to a different filter. The only active
participants in our model are the spammers, who only care
about the percentage of false-negatives.

Though in our model it is undesirable to receive spam
messages, there are users, termed potential buyers, who may
purchase a product that is advertised in spam messages (a
spam product). We denote the percentage of potential buyers
among all users by pu. We assume that potential buyers
are evenly distributed among the population.* That is, the
percentage of potential buyers among both type-1 users and
type-2 users is pu. To simplify the analysis, we suppose that
each potential buyer may spend a fixed amount of 7" dollars
on spam products every year, and he or she does so in a
single purchase. Alternatively, T" may be thought of as the
average annual spending of a user on spam products.

We denote the probability that a potential buyer will not
purchase the product that is advertised in any given spam
message by p.. That is, when a potential buyer receives a
spam message, with probability p. he or she deletes it, and
with probability 1 — p. he or she spends T dollars on the
spam product advertised in the message. Once this user
spends his or her T' dollars, he or she will not purchase any
other spam product that year.

The users in our model are static: they make no decisions
at all — neither to switch to a different filter, nor to quit using
e-mails. The second assumption is valid as in practice users
keep on using their e-mail even though they do receive spam
messages; the constraint that the user’s cost of handling
spam mail is lower than his or her gain from using e-mail is
not binding, and hence can be ignored. The first assumption
is indeed restricting, but we believe it can be made as in
practice most users do not change their internet provider.
Another interpretation of the assumptions is that the model
analyzes the behavior of new users who join the internet.
Once a user gains experience he or she will not purchase a
spam product in any case, and is effectively taken out of the
spammers’ optimization problem.

2.2 The spammers

3The model can be extended to more than two sub-
populations at the cost of additional complexity.

4Recent surveys find that roughly 20% of the users say
that they purchased spam products (see Yahoo Mail Survey
- http://www.cbsnews.com/stories/2004/06/29/tech/
main626625.shtml or Forrester Research -
http://news.zdnet.com/2100 — 1009-22 — 5487375.html).

There are N spammers. The decision problem of each
spammer is how many spam messages to send to each user
each year. We assume that spammers do not distinguish
between users, so that a spammer mails the same number of
messages to all users.” We also assume that the users do not
distinguish between the spammers, so that the percentage of
potential buyers who purchase from any given spammer is
given by the percentage of spam messages that user receive
from the spammer. That is, if a given spammer sends x
messages to a given user, while all other spammers send y
messages to that user, then, provided the user purchases a
spam product, the probability he or she will purchase it from
that spammer is z/(z + y).

We now describe the payoff function of a spammer. De-
note by z the number of messages per user per year that a
specific spammer sends, and by y the total number of spam
messages per user per year sent by all other spammers. De-
note the cost per message by d dollars. The payoff to the
spammer is®

W(z,y) = —zMd
Ty (1= ) ()

r+y
+M, <1 _piﬂz(Ier))) .

Indeed, zMd is the total cost of sending = messages to all
users, 1 —p*@*+Y) is the probability that a type-k user who
receives x + y messages will purchase a spam product, and
szy is the percentage of users who purchase from the spam-
mer among all users who purchase a spam product.

The goal of each spammer is to maximize his or her ex-
pected gain. If W(z,y) is lower than the spammer’s fixed
cost the spammer will go out of the market. Otherwise, the
spammer makes a profit.

We note that spammers do know the quality of the fil-
ters users use: first, these figures can be found on the inter-
net, and second, in practice spammers purchase filters, learn
their technology, and find ways to circumvent them.

Finally, the fact that there is more than one spammer
drives spam volume up, since a spammer who sends more
spam messages gains in two ways: first, the market increases,
as more users will purchase spam products, and second, since
the ratio z/(z + y) increases with z, the spammer’s market
share increases as well. When there is a single spammer,
only the first effect occurs.

2.3 Stable configurations

For the mathematical analysis it is more convenient to
assume that z, the number of spam messages per user per
year the spammer sends, need not be a non-negative integer,
but can be any non-negative real number.

A vector ¥ = (x1,...,2zn), which indicates the number
of spam messages each spammer sends, is termed a spam
configuration.

DEFINITION 1. A spam configuration (or simply a con-
figuration) is a vector of non-negative real mumbers ¥ =

5Thus, targeting a sub-population is not allowed. In prac-
tice, most spammers do not target sub-populations. In case
spammers use a targeting strategy, the amount of spam mes-
sages is lower, see, e.g., [18] and [30].

5The fixed cost of the spammer is not included in the spam-
mer’s payoff as it has no effect on the analysis that follows.



(z1,...,zN), where for each i the quantity x; is the number
of spam messages per user per year sent by spammer i.

The market reaches a stable state if no spammer finds
it profitable to change the number of spam messages he
mails to each user. Usually, decision makers adapt to small
changes in the environment by slightly changing their be-
havior, and they do not consider significant changes that
may increase their profit. We therefore define a spam con-
figuration to be stable if no spammer can profit by slightly
changing the number of spam messages he or she sends.

DEFINITION 2. A spam configuration & = (x1, ...
stable if, for every spammer i,

,IN) 18

ow
% x,-,Za:j =0.
J#i

Observe that a stable spam configuration is not necessarily a
Nash equilibrium, as spammers may profit by large changes
in their behavior. Rather, it is an inflection point of the

function V : RY — RY, where Vi(Z) = W (xi, D ZUj).

2.4 Direct cost and direct gain

The direct cost of mailing a single spam message is d. We
define the direct gain from a single spam message by

g =Tp(—=Inp.)(Miw: + Maws) /M. (2)

We now explain the motivation of this definition. Con-
sider the first message that is sent. With probability u the
user who receives it is a potential buyer, with probability
(Mi/M)w: + (M2/M)w2 the message is not filtered, and
with probability 1 —p. it causes the user to purchase a spam
product. Therefore, the first message sent to a random user
has probability (1 —p.)(Miwi + Mawsz)/M of making that
user purchase a spam product. In practice, p. is close to
1, and therefore (—Inp.) is close to 1 — p.. As the amount
spent in purchasing a spam product is 7" dollars, g represents
the expected income from the first message that is sent to a
random user.®

As we show below, the behavior of the market is different
when g > d and when g < d.

3. EXISTENCE AND UNIQUENESS OF A
SOLUTION

The first result states that if the direct gain is lower then
the direct cost, there will be no spam.

THEOREM 3. Suppose that g < d, andletZ = (z1,...,ZN)
be any configuration. Ifo\;1 x; > 0 then there is i such that

(1) z; >0, and (2) W(azi,zj#:rj> <0.

Thus, if the direct gain is lower then the direct cost, and
some spammers do mail spam messages, at least one of those
spammers suffers a loss, and will be driven out of the market.
Iterating this argument shows that there will be no spam.

"Recall that W (z,y) is a function of two variables, so that
OW Oz is its derivative relative to its first argument.

80ur proof below holds also when p. is not close to 1. We
here provide only the intuition.

Before proving the theorem let us calculate the derivative
of W, which we need in the sequel:

oW
e =—-Md 3
W (e.) 3
ol _ w1 (z+y) w2 (z+y)
+x+yTu( Inp.) (lelp* + Mawap, )
Y wi (z4y) wa (z+y)
—>——Tu (M (1-p* Ma(1 —p, .
T u( 1(1—p )+ Mz(1—p ))

PROOF. Assume w.l.o.g. that z; > 0 for every ¢ (other-
wise, drop from the market the spammers who do not send
spam messages). Denote z = Zil x;, and observe that?

Wz, 2z — ;) = —x;Md (4)
F Ty (M (1= pt') 4 Ma(1 = pt)).

Summing (4) over ¢ = 1,..., N, and using Lemma 14 (see
Appendix) we obtain

N
Z W(zi, z — ) =
i=1
= —2zMd+ Tp (M (1 — p¥*%) + Ma(1 — p27))
T w2z Wz
< s (=anr+ T ) 4 b - ) )
< z(—=dM + T (My (= Inps)wi + Ma(—Inps)ws))
=zM(g —d).
Hence, if g < d, we have Zf;l W(xs, 2z — x:) < 0, so that at
least one spammer receives a negative payoff. [

We now show that a stable configuration exists as soon as
the direct gain exceeds the direct cost.

THEOREM 4. If g > d, a stable configuration exists.

ProOOF. We show that there is a stable configuration in
which all spammers mail the same number of spam mes-
1, N—1

sages. Substituting (z,y) = (%2, Yx+2) in (3), we obtain

ow (1 N-—-11\ _
or \N* "N 7))~

T wiz waz
—Md + (~Inp.) 2 (Mywipl™™ + Mawopy*)

N-1)T w1z wo z
P NI (0, (1= sy 0ty (1= ).
Nz
One can easily verify that
. OW (1 N-11Y\
L <NT> = ~Md <0 )

Using (26) (see Appendix) we obtain

tim W (%2 N]; lz) — M(g—d). 6)

z—0 Ox

Since g > d, the limit in (6) is positive. Since the function

z e GV (L2, N212) is continuous, it follows from (5) and
(6) that there is z. > 0 such that

ow (1 N -1

B (ﬁz*, N z*> =0. (7

Define the configuration & = (z«/N,...,2+/N). By (7) Z is
stable. [

9Throughout, z denotes the total number of spam messages
sent to each user.




In many models where stable points exist, there exist
many such stable points, and then a question arises con-
cerning which stable point the market will reach, and which
factors, that were not taken into account in the analysis,
influence the outcome. The next result states that from the
point of view of the users, all stable configurations are equiv-
alent — each user receives the same number of spam messages
in all stable configurations. Thus, even though there might
be several stable configurations, in which the total amount
of spam is divided in different ways among the spammers,
the users are indifferent among those stable configurations.

THEOREM 5. Let ¥ = (z1,...,2zn) and & = (x7,...,27)
be two stable configurations. Then Zivzl T, = Eivzl x5

The intuition behind this result is as follows. The gain
from sending one additional spam message depends on the
total number of spam messages all spammers send, and
not on the exact number of messages each spammer sends.
Moreover, it decreases with this quantity. In a stable con-
figuration, this gain is equal to the cost of sending that mes-
sage. Since the cost of sending a single spam message is
constant, in any stable configuration the total number of
spam messages that are sent is constant as well.

The gain from sending one additional spam message, as
well as the cost of sending it, are the same for all spammers,
since spammers do not target users. This might suggest that
Theorem 5 is particular to the model we study. However,
the theorem is true in a much more general setup: sup-
pose the users are divided into sub-populations, and each
spammer targets several sub-populations. Then as long as
the characteristics of the sub-populations are the same (the
same percentage of type-1 and type-2 users, and the same
percentage of potential buyers), then all users will receive
the same total number of spam messages in all stable con-
figurations.

Recall that M = M; + M,. Define

F = F(w1,w2,M1,M2,Z)

M w1z M woz
= (=Inp.) <ﬁlw1p*1 +ﬁ2w2p*2 >
N1 (M

M

w1l z M wo z
+ (1—p¥r?)4+ =2 —pﬁ)).

1
z M(

As we will see below, this function is related to the derivative
of W.

By Lemma 15 (see Appendix), and since the function z —
p® is monotonic decreasing, we obtain that 0F/9z < 0.

We are now ready to prove Theorem 5.

PROOF. Let & = (z1,...,zn) be a stable configuration,
and denote z = Zf\il z;. Then

0 = iaa—v;(x“zfxz)
= —NMd+ Tu(—Inp.) (Miwipi** + Mawapy??)
LR R YA )
= MTu (—% + F) .

In particular, z, the total number of spam messages sent to

each user, is a solution of

dN

F = F(’wh’wg,Ml,Mg,Z) = ﬁ

(8)
Since F' is monotonic decreasing in z, there can be at most
one solution z to (8), and the result follows. [J

4. QUALITATIVE PROPERTIES OF THE SO-
LUTION

After we established the general existence of a stable con-
figuration, and its uniqueness from the point of view of the
users, we turn to study qualitative properties of stable con-
figurations. Namely, how changes in the environment affect
the total number of messages that are sent by spammers or
received by users.

For every w1, wa, M1, M2, and d, denote the total number
of messages per user per year sent by spammers in all stable
configurations by z = z(w1, w2, M1, Ma,d). By Theorem 5,
z is well defined. We will now study how z depends on its
parameters.

4.1 Effects of Increasing Cost

Intuition suggests that as the cost of sending mails in-
creases, the amount of spam messages decreases. As the
following theorem states, this is indeed the case.

THEOREM 6. For every fized w1, w2, My, and Mz the
function d — z(w1, w2, M1, M2, d) is monotonic decreasing.

The intuition is the same as for Theorem 5: the marginal
gain from each additional spam message decreases with the
total number of messages already sent. Since in a stable con-
figuration the marginal gain is equal to the cost of sending
that message, increasing the cost must imply a decrease in
the total number of messages sent in a stable configuration.

PRrROOF. By (8) we have F o z = dN/Tu, so that by the
chain rule'®

N _0Foz) OFO0z

0< 7.~ 84 ~ ozod

Since 0F /0z < 0 we deduce that 9z/9d < 0, and this is the
desired result. [

4.2 Effects of Improving Filters

In the present section we study in detail the effects of
improving the filter of one of the two sub-populations on
the number of messages spammers send or users receive.

One can verify that for every fixed My, Ms, and d, the
function z is differentiable at (w1, w2, M1, M2, d) w.r.t. wy
and wy for almost every wi and ws. Therefore studying the
effects of the parameters of z on its value reduces to the
study of its directional derivatives.

The following theorem states that a user gains when the
filter he or she uses improves.

THEOREM 7. Fiz p., wa, M1, Ms, and d. The function
w1 — w1 - 2(px, w1, wa, M1, Ma,d) is monotonic increasing.

Plainly an analog statement holds for type-2 users.

10To simplify writing, we shorten
F(wi,wa, M1, Ma, z(w1, w2, M1, Ma,d)) to F o z.



PROOF. Set u(wi,ws, M1, M2,d) = w1z(p, w1, w2, M1, Ma,d).

This is the total number of spam messages that bypass the
filter of a type-1 user. Set

H(wl,'LUQ,Ml,MQ,u) =F (’wl,wg,Ml,Mz, l) .
w1

Then,
M x H(wi, w2, My, Ma,u) =
(= Inp.)(Miwipy + M2w2pf2u/w1)
+W(Ml(l —pY) + Ma(1 - pi2/mh)).

Since the function u +— p* is monotonic decreasing for every
¢ > 0, Lemma 15 (see Appendix) implies that 0H /0u < 0.
Since the function x — x(1 — p®/®) is monotonic increasing
for every p € (0,1) and every a > 0 on the range (0, 00), we
obtain that 0H /Jw1 > 0.

Observe that
_dN
= T
We deduce that the derivative of the left-hand side w.r.t. w1
vanishes. By the chain rule this derivative is equal to

_ o, on ou
T Owr  Ou dw:i’

Since O0H /Ow1 > 0 while 0H /0u < 0 it follows that du/dw; >
0, which is the desired result. [

H(w1, w2, My, Mo, w1 z(w1, wa, M1, M2, d))

0

Though improving the filter is beneficial for the user who
uses it, as the following result shows this is not the case for
other users.

We explore this issue now.

THEOREM 8. The function wi — z(p«, w1, w2, M1, M2,d)
is monotonic decreasing if and only if

_ N -1 _
Miw (e N+T(176 N))

N

_ -1 _
+ Mo (wge waN/wi ——wi(l—e sz/wl))

dAMN
Tp(—Inp.)’

and monotonic increasing if the opposite inequality holds.

(9)

Thus, suppose that the function wi +— z(p«, w1, w2, M1, M2, d)
is monotonic decreasing. This means that as w; decreases
(i.e., filters of type-1 users improve) z increases (i.e., more
spam messages are sent). Since the right-hand side in (9)
depends linearly on d, this result implies that if the direct
cost of sending a single message is not too high, improving
the quality of the filters of type-1 users has the undesirable
effect of increasing the total spam messages sent by spam-
mers. An analog statement for type-2 users holds as well.

The proof of Theorem 8 is similar to that of Theorem 7,
and hence omitted.

In practice N is large, so that e™™ ~ 0. Since ws >
w1, exp(—w2N/wi) =~ 0 as well. Therefore Eq. (9) can be
simplified as follows.

COROLLARY 9. Suppose w1 < wz. When N is large, the
function w1 — z(w1, w2, M1, M2, d) is monotonic decreasing

if and only if

dN?
(N = 1)Tu(=Inps)’

w1 > (10)

and momnotonic increasing if the opposite inequality holds.

Eqg. (10) provides a simple practical criterion for deter-
mining whether improving the high-quality filter has an un-
equivocal effect on spam mail, or whether it hurts the in-
ternet’s efficiency and the welfare of the users who use the
low-quality filter.

Our estimates are that N = 200, d ~ $0.000001, and T =~
$100. Substituting p &~ 20% and p. ~ 99% yields that im-
proving filters increases efficiency if and only if w; < 0.1%.
As presently filters operate at a quality w; =~ 4%, improv-
ing filters makes the internet more crowded, and hurts users
who do not use filters.

Corollary 9 implies that as long as the high-quality fil-
ters are not sufficiently good, that is, as long as wi >
dN?/(N — 1)Tu(—Inp.), internet’s efficiency requires a de-
crease in the quality of the high-quality filters.

4.3 Effects of a Registry

We now turn to study the effects of a registry on spam
transportation. Since we assume that spammers adhere to
the registry, a user who joins the registry is effectively re-
moved from the population. Hence we study the effect of
changing M; and M2 on z, the total number of messages
spammers send each non-registered user.

One can verify that if wq # ws then for every fixed w1, ws,
and d, the function z is differentiable at (w1, w2, M1, M2, d)
w.r.t. My and M for almost every My and Mo.

Our first qualitative result concerning a registry is that
the effect of type-1 users registering on the total number of
spam messages sent is always opposite to the analog effect
when type-2 users join the registry. That is, if having a
type-1 user join the registry decreases the number of spam
messages spammers send, then having a type-2 user register
increases the number of spam messages spammers send. On
the other hand, if having a type-1 user join the registry in-
creases the number of spam messages spammers send, then
having a type-2 user join decreases the number of spam mes-
sages spammers send.

This result is quite surprising, as it says that there is no
win-win situation: in any given situation, either society as a
whole prefers that type-2 users join the registry, or it prefers
that type-1 users do so, but not both. The finding is formally
stated by the following theorem.

THEOREM 10. If w1 # wa then

0z 0z <0
OMy OM> ’

The main force behind this result is that the behavior of
spammers depends on M; and M2 only through the ratio
M /M>. When type-1 users join the registry My decreases
and therefore the ratio decreases as well, whereas when type-
2 users join Mj decreases and therefore the ratio increases.
Thus, the effect of having type-1 users join the registry on
the ratio is opposite to the effect of having type-2 users join,
so that the effect on the behavior of spammers is opposite
as well.

It is interesting to note that this result is not particular to
the model we study, but it is valid in any model in which the




behavior of spammers depends on M; and M only through
the ratio Ml/MQ.

PrOOF. Define § = m; it is the percentage of type-
1 users in the population. F" depends on M; and M> only
through the ratio 8 = My/(Mi + Ms). Present F as a

function of w1, wa, B and z. By (8) and by the chain rule,

o OFoz) _oF  oro:
08 08 0z08
Since OF /9z < 0, the sign of 9z/90 is the same as the sign
of F /9B. Now, F is linear in 3, with a coefficient

w1z woz N-1 wo 2z Wiz
(= Inp.) (wipi*” — wapl? )JrT(P*z —pt7). (11)

Therefore 0z/0(3 is positive if and only if the quantity in
(11) is positive. Now, since [ is increasing in M; and de-
creasing in Mz, 0z/00 is positive if and only if 0z/9M; is
positive, and if and only if 9z/0M> is negative. It follows
that 0Z/9M is positive if and only if 0Z/9Ms is negative,
and the result follows. [

The following theorem states that when filters operate
in the range where improvements in the high-quality filters
do not have a positive impact on the society as a whole,
then having users with high-quality filters join the registry
is beneficial to society. Therefore, in this case by Theorem
10 having users with low-quality filters join a registry harms
the internet’s efficiency.

THEOREM 11. Assum2e that w1 < wa. Provided N is

large, if w1 > (N—1);£]:(—1np*) then 8671\511 > 0, so that by

Theorem 10 3‘?&2 < 0.

PROOF. As we saw in the proof of Theorem 10, 0Z/0M;
is positive if and only if the coefficient in (11) is positive. Set
W, = wiz(—Inp,) — N +1 and We = wez(—Inp,) — N + 1.
The coefficient in (11) is equal to

@ x (pi“z (“’12 - %)
(s N-1
D (’u’?z (71np*)>)

(lnp.) (w1 exp(—w1) — W2 exp(—w2)).

z

Therefore,

8F/8M1 >0 < ’[171 exp(—ﬁ?l) > 1172 eXp(—fL\JQ). (12)

0 T T T T T >

0 1 2 3 4 5
Figure 1: The graph of the function z exp(—z)

The right-hand side of (12) has no explicit solution, but it
can be solved numerically using the Lambert function ([19],
[11]). The function x exp(—z) increases in the interval (0, 1]
and decreases in the interval [1,00) (see Figure 1). Since
w1 < wa, we have w1 < wz. Therefore we have

oF
9, > 0. (13)

@121 —

By the definition of w;, a sufficient condition for wy > 1 is

N

z> .
(—Inp.Jws

Since F is decreasing in z, and since z is a solution of (8),
z > N/(—Inps)w: if and only if

N dN
F My, My, ———— | > —
(whw% n (—lnp*)wl) ~ Tu
Observe that
N N -1
F My, M- ~ —Inp. .
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Indeed, all terms in the definition of F' that contain an expo-
nent are small when N is large: p*™/“1(712P+) — exp(—N)
and pw2™N/r(EPe) — v (—wyN/wy) < exp(—N). Thus,
when N is large, if wqy > dN?/(N — 1)Tu(—1Inp.) then
OF /OM; > 0, which is equivalent to 9z/0M1 > 0. [

Now we study the effect of the registry on the efficiency
of the internet. We show that as more type-1 users join
the registry, the total number of spam messages sent by
spammers decreases. Thus, to increase efficiency one should
encourage users to join the registry. Type-2 users have a
similar effect, provided the cost of sending spam mail is not
too high. This effect is summarized by the following two
theorems.

THEOREM 12. Assume that N > 2 and w1 < ws. The
function My — (M1 + Ms) X z(w1, we, M1, Ma2,d) is mono-
tonic increasing: as M1, the number of type-1 users who do
not join the registry, decreases, the total number of spam
messages sent decreases as well.

PROOF. Denote by v = (M1 + M) X z the total number
of spam messages sent by all the spammers. Define

v
G(M17M271}) = F(w17w27M17M27 m)

M M.
= (-t (g 4 et

+u (Ml (1 _plvw/M) + M, (1 _p:fM/M)) )
v

Since the function v — p<¥ is monotonic decreasing for every
¢ > 0, and since the function v — (1 — p$")/v is monotonic
decreasing for every ¢ > 0 we have % < 0.

Set H(M1) = G(M1, M>, Mz(wl, wa, M1, Ma, d)) By (8),
we have H(M,) = dT—]Z for every M1, hence H'(M;) = 0. By
the chain rule,

o 0G 9G ov
0=H M) =20+ 50 ann

Since v = Mz, we need to prove that dv/OM; > 0. Since
0G /Ov < 0, it is sufficient to show that OG/OM; > 0.



The derivative of G w.r.t. M is

oG
oM,

wiv/M
wlp* / -

M2 wo v
= (*lnp*)w ( wapy /M) (14)

2
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Since w1 < w2 we have —ps”t > —p“? for every ¢ > 0, and
therefore the term (17) can be split as follows.

Nv— 1 (1 _p;ulv/M> _ (20)
- %N; L1 g (21)
+%b (1 - pffl”/M) (22)
> MLV L () et (23)
N2 () puent) (24)

By Lemma 14, 1 — pi > z(—Inp.)pi for every z > 0, so
that the difference between the term in (23) and the term in
(18) is positive. We will now show that the sum of the terms
(14), (16), (18), (24) is non-negative. This will conclude the
proof.

Indeed, setting w = wy/M, the sum is (we omitted the
quantity Ma/M which multiplies all terms):

A(w)

(—Inp)wpt” + (= Inp.)*wupl”
wv N—-1

wv
*

).
A simple calculation shows that the derivative is non-negative
as soon as N > 2. Since A(0) = 0, we deduce that A(w) > 0

for every w, as desired. []

THEOREM 13. Provided N is large, if wa > Wilnm)
the function My — (My + M2) X z(wi, w2, M1, M2, d) is
monotonic increasing: as Ma, the number of type-2 users
who do not join the registry, decreases, the total number of
spam messages sent decreases as well.

PROOF. Assume that N is large, and that we > %.
By Theorem 11 we have 8%2 > 0. In other words, the func-
tion My — z(Mi, M>) is increasing. Therefore the function
My +— (M1 + M) X z, as a product of two increasing func-
tions, is increasing as well. []

5. FINAL COMMENTS

The model we presented is simplistic, and further research
is needed to improve our understanding of the optimal be-
havior of spammers in real life.

The few assumptions we made that do not change our
conclusions are that there are only two types of users, and
that a user who decides to purchase a spam product does

so only once, and spends a fixed amount on this purchase.
Allowing for a more diversified environment will only make
the calculations more complex. As we mentioned in the text,
the assumption that the spammers send the same number
of messages to all users is also not crucial for our results.

An important point we ignored is the behavior of the anti-
spam companies. For example, anti-spam companies adapt
their filters to the techniques used by spammers. A spam-
mer who increases the number of messages he or she sends
has a higher chance of having the filters learn how to iden-
tify his or her messages. This effect may reduce the num-
ber of spam messages sent by spammers. Indeed, anti-spam
companies spend their efforts on adapting their filters to
common techniques rather than to unusual ones. As a con-
sequence, the spammers and the anti-spam companies play
a game, in which spammers have to spend time on develop-
ing new techniques, and determining how often to use each
technique, and anti-spam companies have to decide which
technique should be dealt with first. Studying this game
will improve our understanding of the spam market.

Another possible extension of the model is to allow new
spammers to enter the market, and existing spammers to
leave it.

Filters and payments are not the only way to fight spam
mail. Authentication and reputation services are another
important set of technologies. It would be interesting to
develop a model that includes these technologies and study
their effects on spam volume.

Finally, it will be interesting to combine our model with
the model presented in [3], and analyze a game between
many spammers and many users who can tune their filters,
and the effect of improving the quality of the filters on the
behavior of both spammers and users.
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Appendix
Here we prove some technical results we need regarding the
function (1 —p®)/x.
LEMMA 14. For every p € (0,1) and every x > 0 one has
z(—Inp)p” <1—-p" < (—Ilnp)z. (25)

PROOF. Since all terms in Eq. (25) vanish at x =0, it is
sufficient to compare their derivatives. That is, we need to
prove that

(—Inp)p” — x(—Inp)’p” < (= Inp)p” < (—~Inp).
However, this inequality holds since p € (0,1) and z > 0. [

By L’hopital’s rule, one obtains the following:

xT

. 1—p
ili% = —Inp. (26)

LEMMA 15. For every p € (0,1) and every ¢ > 0, the

function f(z) = 1*512 is monotonic decreasing over (0, 00).

PrOOF. The derivative of f is

') = —Ziz(l—pqz)Jré(—lnp)qpqz
= Zlﬁ(qZ(—lnp)pqz — (1—p™)).

By Lemma 14, we have 1 — p?* > qz(—Inp.)p?*, and the
result follows. []



