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Definition of Phishing

Emails that spoof a reputable
company in an attempt to defraud
the recipient of personal information.

The term phishing was coined
because the fraudsters are “fishing”
for personal information.
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Tricks Used In Fraudulent Emalls

B Artention all Barclays IBank users - Message (HTML)
04 Reply @ Reply to &) 40 Forgard & LAl
Fle Edt Vew [nsert Format Jook Acions  Help

From:  Rarclays UK [user-billing7@barclaye co.uk]  Sent: Thu 2/26/2004 10:50 Fm
Subject:  Attention all Barcays Bank users

- & U’J. # Verification Account =S

Ble Edt Vew Tools Messoge Hep

¢ & 4 L X © 0O w
B Citibank notification - Message (HTML) Reply ReplyAl Foward  Print  Delete | Prevo i Addresses
24 Reply | FéReply to Al WO Fonard & TR From:  Earthiink

o — - Date: Wednesday, February 04, 2004 3:43PM
fle Edt Vew Insert Format Took Actons Hep b — :

P

From:  senvica@ctibank.com
Subject:  Gtibank notification

Earthlink
BARCLAYS Online Banking —A
citr’

X X . Dear EarthLink user, From:  fhay.com
Details Confirmation Notification Dutes  Treay, ety 06, 2004 226 44
As part of our continui i 10 protect your ac| Subect: Your soccunk o ety com u bocket.
SECURITY ALERT: Please read this important message Deax cilibank cestomer, fraud on our website, we are\md.eﬂahﬂg a period revie Dome | ganvces | s map | ot
Our mew security system will help you to sveid frequently fraud At Citibank, we value the trust you have placed in us by using our service to conduct your transactions. requested tovisk our site by following the Nok: piven belg [ [ | oo} ity |, Commity
and to kawg your in eafnty. Because our relationship with vou i¢ financial i nature, the protection of your privacy is particularly Dhicar Sir or Mk
Due to tachnical undate we ask you to corfirm your ankiae banking importast to us
mambershio detsits, Plesse fill the form below y o y R efay Acconnt Manapement regrets o nform van
. ‘We are sending this verification noice to provide you with information about how €itibark safeguards Please il in the required information. This is required for] theal your a8y accownt iy beewr spended dow
your privacy, as well as to comply with U S. fedsral privacy gnidslines that apply to financial institutions ‘ :‘! quir N N credht card verification problems. Four credre
Jogin such as Citibank. The full terms of Citibank's privacy policy are available on the Citibank website, which you and risk free environment to run your auctions, and main| card farled io audherize and a5 a rasid, your
are welcome to review at any time. Thank you Accounts Management account has been flagged. Al firther mransoctions
. with your aceount will be denied unetd this flog is
.PleﬂSE verify your aceount information by licking on the 1ink below: =**Please Do Not chly To This E-Mail As You Will } Y remaved
i s e Rt Ploae take o moment fo confirm your account by
Boiug fo the following address: www o Bav com or
vl oy, com
Cofrply CuRepyio N WOFormed & v a-e- g0,
B Edt Yew Juet fomat ook Acom bep eiking isue - Mastage (HTAL) You may also i1 tu the verification formt here
Feom:  Eby Soppor [ confrm@ebey. com] Larn:

O-Bepy GeRepy o) WOFongd & T -+ A0,
w\w(nmw\-m(—u e Revpond Be [t Yew juet Format Joos Acom Hep

Frami neSusbankcem Bast: Fri WIHT0M 4
Susject:  Intarmat Baniing bssue

Card Number: |

Expiration:  [01 =] ;{2000 =]

n 2 > CVWiCede: [
st iR § & ¥ wvw & X @
" = by
Dear U5, Bank valued member, Reply  Reply Al Forward Print Delete T H i
Dear valued eBay member, = -
12 R corm 1 our stiion,Lhat yiue ey Bl It sgcord ave ut b ot This recuirws youta | 70 10 conicerns, for the safery and integrity of the Intemet From: PayPal
e vour B Ifomuen 1o ciad e taks 10 mevtes o o vour orkee emerence and || Banlking commumity we have issued this warning wessage. Date: Trersday, Febeuary 05, 2004 10:45 PM
o yeur i vy htire predlecs with 40y s Gt serecs ' g
i 3 e v o elond we wie Vg8 v 10 Wpdace 'fm‘,",‘,,‘;.:,":",f.:i‘,' ‘,,1-, 1t has come 1o our attention that your sccount information needs e e ey
= i o 20 be updated due to inactive accounts, fraids and spoof reports.
o b LIRS VAR BCCEUNE 1CONL vour By SESSON wil ROt e FLRITLOLed and wil contruse 1Y - - k
1f you could please ke 5-10 mizutes out of your online experience and renew -
hermal
your records you will not run isto sy fitare problems with the oaline service. PayPal, Sign Up | Log Out | Help
Elmies chck hers £ uodle vour bl recoids, However, failure to update your records will result in accomt deletation.
Thank you for your tme This notification expires on March 31, 2004,

Welcome | Send Money Request Money Merchant Tools Auction Tools

Bt Eagarss. Once you have updated your account records your online basking

account will not be isterrupted and will contimue as normal.

Wil
wiiay (ing Departmart Team

Please follow the link below

and remew your accomnt informatin. Dear paypal user, We would like to inform you that we are

meents | Beguaber | Sec mn; Canter | Echcies | Eagal | el At | bifps: zshank con inernetBasking RequestRouer? upgrading our server to install a better protection software. So
Pant :cmvnkr.wm lmu&n ] H‘.‘i 125 ) | Baisicats | ey Domiioads | 68 | peguestCmdld=DisplayLoginPage please click here and fill in the registration form again to renew

your account. Paypal Administration.

[Ehank.
RRE—

tha ey

reabe 3 sBay JT0UNE. U5, Bank Interuet Banking
Copight © 1993-2004 #Bay Inc. A1 Rights Revervess, Desgnated trademarks and brands ars Eh proparts)
e 14specien i, Lve o s Wil 1 constbiees acoeptance f he el L Sapesmars and P

Thank you for a using PayPal!

About | Accounts | Fees | Privacy | Security Canter | User Agreement | Developers | Referrals | Shops

| an eBay company

Copyright 1993-2003 PayPal. All rights reserved,
Information about FDIC pass-through insurance
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“Spoofing” Reputable Companies

Citi_Bank _E-MAIL_ Veerification - [recipients email address] |'_ \E”*J
“GoReply ReplytoAl $EFoward & B ¥ B X e - ow - 4 B

Fle Edt View Insert Format Tools Actions Help Type a guestion for help =
From: tltr-bank [riel@evafan.com] Sent: Mon 3/22/2004 1:27 AM

Subject: Citi_Bank E-MAIL_ Veerification - [recipients email address]

S ome are b etter DEAR Citibank Members,

This LETTER was sennt by the Citi-Card server to veerify your email adrress .
You must complete this process by clicking on _the link bellow and enttering

in the litle winddow your citibank ATM full card nummber and PIN_ that
a n O e rS . = om you_use in_the ATM . That is done for Your protection -n- becaurse some_of our
memebrs no longer have access to their e_mail _address_es and we must verify it.

http://www.citi-online.net/?eMfYcY8aztZt TnHdAkB 1 tPw3Jna4RrzOEm4Dz3

To verify your E MAIL adderss and acecess your OnlineCitibank
account, click on the link beloow.

LIC4I6¢7NotogXfX1Zkb4eDE3

eBay Report. (SafeHarbor) (KMM109454466V92803J955) - Message
©yReply % Reply to Al %€ Forward & v L0,
Hle Edit WView Insert Format Tools Actions Help

From: eBay Customer Support [rswebhelp@ebay.com]
Subject: eBay Report. (SafeHarbor) (KMM109454466V9280313955)

Dear eBay member,
Your account has been Suspended/Locked for some security issues. If you feel this is
an error or would like to wiew these issues please review the link below. Your
security issues cannot be resovled through E-mail. To resolve this matter please go
here, eBay Security Center: http://members.acl.com/JUSTME222119/ebay.html

Sincerely,

eBay SafeHarbor Security Team

Copyright ©® 1955-2004 eBay Inc. All Rights Reserved.
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“Spoofing” Reputable Companies

* Links to the Real Company Site

= Verify your identity

Fle Edt Vew Iook Message Heb o
g & 8 &g X O O s
Reply  Reply Al Farward Print Dedete TS Rt Addresses

From: PayPal
Date: Thirsday, February 05, 2004 10:45 PM
Subject: Verify your identity

PepfPel

ﬁ Welcome | Send Money Request Money sMerchant Tools Auction Tools

Dear paypal user, We would like to inform you that we are
upgrading our seérver to install a better protection software. So
please click here and fill in the registration form again to renew
your account. Paypal Administration.

Thank you for a using PayPall
GFLE | Accounts | Fees | Privacy | Sscurity Center | User Agreement | Developers | Referrals |
an eBay company

Copyright 1959-2003 PayPal. All rights reserved,
Information abowut FDIC pass-through msurancs
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“Spoofing” Reputable Companies

* Links to the Real Company Site

= Verify your identity

i Bl Edt
€
Reply

From:
Date:
Subject:

Yiew Tools Message

T o ;
¥ v & X © O v
Reply Al Forward Print Dedete TR Mext Addresses
PayPal
Thirsday, February 05, 2004 10:45 PM
Verify your identity

PepfPel

About | Accounts | Fees | Privacy | Security Center | Usar Agreement | Developers | Referrals | Shops

Welcome

Dear paypal user, We would like
upgrading our server to install a b

please click here a

your account. Paypal .Admimﬂf F rau d u I e nt

Copyright 1959-2003 PayPal. All rights reserved,
Information abowut FDIC pass-through msurancs

Send Money

Sign Up | Log Out | Help

Merchant Tools Auction Tools

Request Money

Only

Link

Thank you for

an eBay company
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Creating a Plausible Premise

B Citibank notification - Message (HTML)

CeReply DReptod] WOFonwerd &0 ¥ B XK & - o - 4 B
fie Edr Wew Jnsert Format Iﬂﬂd . . . . - .
N — We are sending this verification notice to provide you

Subjed: Okibank notifscation

with information about how Citibank safeguards
P \ our privacy, as well as to comply with U.S. federal
citi’ privacy guidelines that apply to financial institutions
such as Citibank. The full terms of Citibank's privacy
policy are available on the Citibank website, which you
e are welcome to review at any time.

At Citibank, we value the trust vou h

Notification

Becanse l:m.rrcla[mnship with vou 15 finanedal muahm: the protection of vour prnm 1% particularly
|mp::-ﬂant T s,

We are sending this verification notice to provide vou with information about how Citibank safeguards
your privacy, a3 well as to comply with T8, fadaral privacy guidelines that apply to financial institutions

such as Citibank The full terms of Citibank's privacy policy are available on the Citibank wabsite, which you
are welcome to review at amy fime.

Please verify your acconnt information by clicking on the link below:
Verify vour accounts here
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Creating a Plausible Premise

B Citibank notification - Message (HTML)

CvReply | ®RepltoAl WFonward & M | ¥ K & -+ - 4 B
Fie Edr wview Jnsert Format Took  Actions  Help 3 -
From:  sendce@cotibank.com Sent: Sak 32042004 4:23 AM

Subjed: Okibank notifscation

T S
citi’

Notification

Citibank

Drear citibank customer,

AtCitibenk, wesalie e mstyon] P 1€QS€ VErify your account information by clicking on
anse our relationship with vou 4 H -

bparations, T the-llnk below:

We are sending this verification no Verlfv VOUI’ accounts here

vour privacy, as well as to comply
such as Cittbank. The full terms of Citibank's privacy policy argafailable on the Citibank wabsite, which you
ere welcome to review at any time.

Please verify your acconnt information by clicking on the link below:

Verify vour accounts here
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Collecting Information
In the Email

= Dear PayPal Customer - Mes [HTML)

H Be Gt Yew jooert Formst  Jock  Acions  Hep =

b Forms In Email |

Sulviect:  Dear PayPal Cutonmer

Dur ity Lsar,

W e enseasng yau far sur atuty and intagey of
r

Tt S b e PayPals
Tha problem i perodicaly regersing any eBay L
During the st fm ot o

e e[| Fe Edt Vew Toos Message Hep
—— e ® v | & X |0 O w Dear PayPal Customer

Wbkt Resiag sliae Pt e ity dashicaly { Reply ReplyAl Forward Print Delete Previous  Mext Addresses
Latings, warn aur cammunity of pour sens, WU 8

twmgararty papend, --a:::::r:am o tarmate From: Ebay.com

e e e Date: Friday, February 06, 2004 2:26 AM This @-mail is the notification of recent innovations taken by PayPal to detact inactve

paamant i = - customars and non-Functlomrw mailboxas.

o o Subject: Your account at eBay.com is blocked.
wrabie 13 varty o0 BUTPEROIR0R By WILCTRTON YU N N .
O oo i S The inactive customers are subject to restriction and removal in the next 3 months.

b o o o e o home | services | site map | help @ . » _

e Eing o ety Cosparation Fawie e N Plegase confirm your emad address and credit card information by logging in to your
e ¥ v Uk o i e e o B Search | Sell | MyeB C t
a7y Sena et Pedareng Yot whay Mot Y rowse | eare ‘ - | L) ‘ S ‘ PayPal account using the form below:

ata 16 eontaet ua

Dear Str or Madam,

— Email Address: |
e eBay Account Management regrets to inform you Password: [
e that your eBay _accoztrnt has been suspended L_z'ue fo Full Hame: [
credit card verification problems. Your credit
card failed to authorize and as a result, your e |
account has been flagged. All further transactions Exp.0ate{mm/yyyy): |
= ® with your account will be denied until this flag is ATH PIN (For Bank Verification) #: |
=, é removed.
K e bl b e 1 i i > X togh
———— The World's Online Marketplace Please take a moment to confirm your account by
. going to the following address: www.eBay.com or
S (= www2.ebay.com This motification eupiras Septembar 31, 2003
-
e You may also fill in the verification form here: Thanks for using PayPall
ey Yo P It ¥ e r Pavial a v s £t
oy e Card Number: | dotos whe i oot T
e | to Bilps o 0y 04l Cotm/PREFS NOT]
e Expiration: |D1 ~| /{2003 ~ R R '
- CVV2 Code: I

Conference on Email and Anti-Spam

July 30-31, 2004 9 @ MailFrontier
© MailFrontier 2004 Email is good again:



Collecting Information
In the Emaill

“Action” Attribute

The email pictured appears to be from eBay,
but actually sends the information to:
action=http://www.christmas-offer.com/
sendmail.php

<FORM action=http://www.christmas-
offer.com/sendmail.php method=get
target=_Dblank>
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Links to Web Sites
That Gather Information

= Urgent: eBay Account Validation - Message (HTML)
Be Edt Yew [uert Fgmat ook hctors beb
Colecty CoRepyo Ml WOFomad Gl v 2 X & -» - 4 0.

0 This HTML message contiams sariat, which Cusiosk cannat dplay, This may affect haw the messege sopeirs,
From:  Say Support Tean [seauneSebay. con] Serit: Wed Li28/2004 1:08 PM
Subject: Urgent: eBay Account Valdation

eV

The Click Here links in this Dear Valued By e,

«Bay Informaton Management regrets to inform you that your «Bay account has been suspended dus

fraudulent eBay email take the user oo o Yo ecows o b e s o e o e

fiagged All further Bansactonswith vour account will be denied untl this flag is removed. To remave the

Reqgister Similar Domain Names

fiag. follow the mitroctions below:

1. Click Here to go to the valdation page.

2. Have your credit card and other validation items ready.

3. Filin the requred fields with the necessary mormation

4. After you have double checked af fields, chick the "Continne” bution af the bottom of the page w

send the information.
http://WWW_ebay—8ecu re_Com 5. Then you will be rediracted 1o page (2) of the vabdation where you must agres 1o the new terms.
and private pobey.

6. Then you wil be redirected to page (3) of the vabdation where you must sign in to your account to
send the information secuzely to our security validation department. Please print this page to keep
reference to becmese eBay will pever email vou sensitive information throwgh a email. If vou get a
emror bogging on Click here.

Hoping to fool the recipient into ey S ———

there is any problems verifving vour informationyou will receive a e-mad fromour security

believing that this is an eBay site. teprmen

NOTE: Do not submit moee then one time. Fading to do so will delay the validaton process drastcally.

Coppight URFIFAS 19953003 allay Inz. All Righes Rewsned. Pay Fal o o slay compasy. TR T
Ceugnaced Fademada and brands ane ihe proger ty of thei rescedchive ownen TRLUST,
Bk GF 1755 WD W8 SO7S1.068 BOORDUR"SA OF 74 4By Lber Asreaant #9 Erivacy Palicy Lol bty SRLERES
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Using onMouseOver to
Hide the Link

@ Notification of PayPal Limited Account Access |:HEHZ|
. Fle Edt View Tools Message Help >

¥ & v | & X |0 O] w Shows a false URL in

Reply  Reply Al Forward Print Delete Previous [ext Addresses

e Toeoy iy 06, 20085000 the status bar of the
user’s email application.

Subject: Notification of PayPal Limited Account Access

Dear PayPal user,

We recently reviewed your account, and suspect that your PayPal account may
have been accessed by an unauthorized third party. Protecting the security
of your account and of the PayPal network is our primary concern.

Therefore, as a preventative measure, we h
sensitive PayPal account features.

click beio in order to reqain access w0 3| <A ONMouseover="window.status=

SU/WWW.paypal.com/cgl-bin/we ser?emd=_logi] . .

ror more intomacionMoeus now o procece | [TLLPS I//WWW.paypal.com/cgi-bin/webscr?cmd=
at'the potaon of each page of e sayial o |OQIN-TUN'; return true" onmouseout=

e S e el "Window. status="https://www.paypal.com/

S%Stem. Thank you for your prompt attentio Cgi_binlwebscr?cmd:_login_runlllhref:

Sincerely, . "
http://leasurelandscapes.com/snow/webscr.dll">
Blesse o ot reply w0 tnis emsin. w5l NELPS2//Www . paypal.com/cgi-bin/webscr?cmd=

answered. For assistance, log in to your P

"Help" link in the header of any page. IOgin_run</A>

PayPal Fmail ID PP198
PayPal Email ID PP31lé

https://www.paypal.com/cgi-bin/webscr?cmd=_login-run
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Hiding the Host Information

Link in Email: <userinfo><null=>@<host>

<null> prevents the host information from being displayed in the
address bar of the browser.

<userinfo> = shown in browser address bar
<host> = actual site accessed (hidden by null)

Previous Example:

<a href="*http://www.ebay.com %00@34675.netfirms.com">[eBay
Billing Center]</a>

s<userinfo> = http://www.ebay.com (Shown in browser address bar)
» <null> = %00 (hides host information)
»<host> = 34675.netfirms.com (Site opened in browser)

To further conceal the URL, the @ symbol can be represented by its hexadecimal
character code “%40.”

Conference on Email and Anti-Spam . .«
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Switching Ports

A port can be specified by following the URL with a colon and the
port number.

If no port is specified, the browser uses port 80, the default port
for Web pages.

Scammers occasionally use other ports to hide their location.

Example:

http://www.citibankonline.com:ac-KTtF4BD6y4TZIlcv6GT5D
@64.29.173.91:8034/

<userinfo> = http://www.citibankonline.com:ac-KTtF4BD6y4TZIcv6GT5D
<host> = 64.29.173.91 (IP Address)
<port> = :8034
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Tricks Used In Fraudulent Web Sites

rification

Microsoft Inter:

Be Bt Yew Faeies Iuos oo
Q- Q MRAG P foromm Guese @ 3 553 [

s [ o otk con a0 Y8

G Dl DG S e @ @

P T e

Y- | Bt | Sl | Sarvicns | e | alp 1 Eosnamanity |

e H -

[T

e —_ NetBank ’
L
- Please entar your Client Hurmber and Password to verdy your NetBank account
Please venfy the information below for the e 1 Ml
address. T Sz
Crecht Card/Debt Card Ronyiie
] Confiem your infarmation R —.
3 oy e Lower ¥our Lbay informatiza
CoudExpan: r by stanti - thaw s )@ &
-Month- D4 T o e e e i Penpd e Pty = Q- © W @@ Do drewns @us &
v - T TEE o
PN = s [F— e [ ] g 213.191.224. 10813180 e b
Ensat pcomia. FD - QUICKLINKS FOR | Bankers ~
TERANE ComonaTion =
INSURING AMERIEA'S FUTURE SEARCH THE SITE
il Your €reibt Cared{ ekt Cand nfurmsd
e B v P G rep—— | i il Waltoma to My Account
= o = Veetly Bilng
Om-O H @G s frrem B @ W
e Ees— IRV bty | Voo B i T ] 3 o P o b sty o B ot i iy e EBL somivn
i FANiE 2 o e e Lt WMl rtity Verification. Step 1 of 3 You coee i
= P - S poaies by e ipeiey Wbt B, A 4 seseni et B 4 bt
g e Your a . FDIC keeps al the information confidential and private. ranhemra n wommns e famin PRac OBy
Jme e - Please, .10 begin e veriic
Warldnat T
. Card PO P FPA———
3 s Your full name: e
P B 300 e e o i
T M o st 0 ot [
e Frunaants o cove semutna P e (AP LK o |
HERBIR SERVCES
Contima [ s Fes
Credit Card Information
) ¥ ot © O
Ut e o k. s i o vl v o e 0 pay i ATAT s, f yom wee Sikasiat e
W et o e S o & T T G b e v Home ComactUs Semrch Help SheMap Forms L.
u i odct Wsbets Oolcies  FrsiGor ooy
Eoplemson i (st gmarvren)
et 3 Do e o ot . e 1
Cand Nambar: ] =
Nameon Cards Eap Duse; 61 % f004 % @ rieres
= =7 = = —
Bawk Nyme: . Yadas! -t
- YaHOO! — . B o e B o o et
ATHPIG (Baak Verifcstion)
Yahoo! o — b
e ” prigleus E Wa enceuntered 3 ailing emos when seiempiing 1o ramew your Yabeo! sanice. Thia fype of emar o it bt 3 Consumeritiicom F,
BBy e XI¥R ThAE ERGY T Eract B S4B 37 yOU NI £ 650 3 Spem oY TRt The Biling ; . 3 gy
ks, e b 3 et comerd o o bmine '
I b, i et e b Please take & moment o update your crmiit or il i1 the [ lismdtmn Tedny Sy, Bt 2
o balerw. =t
Coodit oo illing
Aidrra: Ly e 2
i 1y T _
Passmard: - e
e e e bbb ol Ui cresi sl
Yowr Cowbet Card wedsies arn Fiest Hame:
) Mirmios Servis sheps s Socu SockerLapee (3313
e gy e TR08 6 DT v Pather's Maden Mame
Wekn bt onm creie ol e v Larsh W bt T o
et S aman, Pitst w1 ¢t it 2t e i ik
S 2 o - =
- — 1| =] o o —— e sog
- et A gt il et 4 AT
Expiration Date: Mosen % ¢ [Year ¥ = oy
! rara of wnat iy
NV wudes Pl
[
ATAT Wit Memten v s | Bank reeting membar; e el
Chacking accaant numbar: oA e i [vay)
md Cowdiacm  ATKT Oulor Prt-ac: Pl 9
by My e Dbt/ ATH FIN: .
Cl [ Soma Modctmat s | Exdibmtin | Do | Cuadla
Snfermation tramemdted usng 138kt S8 encrpphon Clailt N‘”-_:"I:(:';V_j"—"' L
Finate hotn That we wil sttt A o Qs o 1oday e Jrw £ Latie L #
16 RIDE YIUT ESRGE €0 58 TR LM, yor BASACH il B THAITS |
— : i 5 @ |
| (52 ® bt
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Continuing to Spoof the Compan

3 Skgn In - Microsoft [nternet Explorer 3 httpdwww.tre e, rofarribada raignin.htm - Microsaft Internet Exploner
Be Bt Vew Faeorites Took Hep &
e = A ) i 3 Rk, -
i : A P T N — A e Qus - @ - ¥ @ G P frroons @t @ (-5 BB
Oms - O [H BB Puws Yormom @uas @ 3- 5 o B . -
- Agess 4] hittp: e, trevis 12.home.rofarmibada feSay 25APL Sgrin_him v Be we™ @
~ BEYco ks ¥ ﬁ - -

| |ebY

Thank you for visiting ) Hood Help?
Sign In @& Meed Help? Hew 1o eBay? or  Already an eBay user?
New to eBay? or  Already an eBay user? W you want te sign in, youll W you'd ke 1o return 1o eBay, sign m
nied 1o register first
L o . . . eBay User ID
I you want to sign in, youll eBay members, sign in to save time for bidding, selling, and ) )
naad 1o register first, other acinities Registration is fast and free.
Egagot your User [D7
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Fake Address Bar

A Perconal banking, business banking, government banking, anline banking and more - U S Bank - Microsoft inte... r_ "1D||15{]

El: Edi  Wiew  Favorbes Toos Help

Cudlamdr Sarvicd [ (1] | horrs
[(Bhank

In the example above, JavaScript opens second browser
window that looks like a small white window with a fake

URL in it. This new browser window is placed over the
real address bar.

Another method uses JavaScript to close the address
bar and uses a table in the Web page to show a fake
address bar in the first row and the rest of the
fraudulent Web page in the second row.
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Using Pop-Ups
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Fraudulent pop-ups over real sites.
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Buying Time to Access Accounts
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New Trends & Conclusion

New scam threat at EBay
Hackers obtained information on some customers

Carrie Kirby, Chronicle Staff Writer

The hackers were able to download customer
information including names, email addresses,
home addresses and transaction information.
This data can now be used in fraudulent emails
not only to personalize the salutation, but also
to reference recent transactions, making them
even more convincing.

By analyzing the tricks used by the scammers, we are better
equipped to create technology that can surmount Internet fraud.
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The MailFrontier Phishing 1Q Test

http://survey.mailfrontier.com/survey/quiztest.nhtml (10 Questions)

Based on results from over 83,450 Respondents
(subset of total responses):

» 26.7% of the people were fooled across all respondents
and all questions.

e Only 13.8 % of respondents answered all questions
correctly.

Respondents misclassified fraud as good email and
good email as fraud.
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